Person Authentication by Voice: A Need for Caution
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Abstract

Because of recent events and as members of the scientific
community working in the field of speech processing, we feel
compelled to publicize our views concerning the possibility
of identifying or authenticating a person from his or her
voice. The need for a clear and common message was indeed
shown by the diversity of information that has been
circulating on this matter in the media and general public over
the past year. In a press release initiated by the AFCP and
further elaborated in collaboration with the SpLC ISCA-SIG,
the two groups herein discuss and present a summary of the
current state of scientific knowledge and technological
development in the field of speaker recognition, in accessible
wording for nonspecialists. Our main conclusion is that,
despite the existence of technological solutions to some
constrained applications, at the present time, there is no
scientific process that enables one to uniquely characterize a
person’s voice or to identify with absolute certainty an
individual from his or her voice.

1. Introduction

There has long been a desire to be able to identify a person on
the basis of their voice. For many years, judges, lawyers,
detectives, and law enforcement agencies have wanted to use
forensic voice authentication to investigate a suspect or to
confirm a judgment of guilt or innocence [1, 2].

Despite the fact that the scientific basis of person
authentication by his/her voice has been questioned by
researchers (e.g., by scientists in 1970 [3], British academic
phoneticians in 1983 [4], and the French speech
communication community from 1990 to today [5]), there is a
perception by the general public that it is a straightforward
task. As shown in [5], this misunderstanding partially began
in 1962 in an article by Kersta appearing in Nature [6]. This
paper introduced the misleading term — “Voiceprint
identification”, which is still in vogue in daily newspapers,
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televised police dramas, and spy films. This term, voiceprint,
leads many people to believe that a graphical representation
of the voice, via a spectrogram, is just as reliable as the
structure of the ridges and minutiae of the fingertips or
genetic fingerprints (e.g., DNA) and that it allows reliable
identification of the original speaker.

With the developments in automatic speaker recognition
over the last decade (e.g., [7, 8]), there is increased need to
distinguish between its appropriate and inappropriate uses in
various forensic voice authentication contexts and to
differentiate between common versus forensic speaker
recognition applications. This need was highlighted during
recent world events. This paper is intended to offer clear
information to journalists, as well as the general public,
concerning the possibility of identifying or authenticating a
person by his or her voice.

Specialists in the field of speech science and technology
from the French-speaking scientific community (A4ssociation
Francophone de la Communication Parlée' - AFCP) have in
recent years attempted to highlight to public and legal bodies,
to the general public and to the media, the limitations of the
techniques used for the identification of individuals based on
their voice characteristics. Their position has been outlined in
a number of official statements [9, 10], scientific publications
[5, 11], and several legal proceedings. The AFCP in
collaboration  with  the  Speaker and  Language
Characterization (SpLC) ISCA-SIG? present a summary of
the current state of scientific knowledge and technological
development in the field of speaker recognition, in accessible
wording for nonspecialists. This common position is
presented in Section 2 of this paper and joint conclusions are
presented in Section 3.

2. Voice identification: a set of processes not
all supported by a scientific approach
The ability of humans to identify speakers from their voice

for forensic applications is of great legal interest [1, 2]. Given
the current state of knowledge, there are no methods, either
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automatic or based on human expertise, that enable one to
state with certainty that a person is (or is not) the speaker in a
particular recording [9, 12, 13, 14, 15, 16]. This is particularly
true when one is trying to authenticate a short utterance with
strong background noise, recorded with poor quality
equipment over unknown channels by a speaker who may
have disguised or artificially modified his or her voice [10,
17]. Internationally recognized studies conducted with a high
level of scientific rigor, such as those appearing in scientific
publications, support this statement [18, 19].

2.1. Aural recognition

As humans, we are able to listen to and recognize speakers
based on their voice alone with varying degrees of success.
This natural ability is the basis of aural (auditory) speaker
recognition. People, however, have varying abilities to
recognize talkers [20, 21] and various factors influence the
reliability of this method. Some factors that can increase the
reliability of aural recognition are familiarity with the speaker
[22, 23, 24], duration of the sample [25], context [26],
contemporaneous samples [27, 28], lack of vocal stress and
disguise [29, 30], and training [31]. A voice examiner
typically performs an aural analysis in addition to other types
of speaker recognition, which we will now discuss.

2.2. Spectrogram recognition

A voiceprint, which is properly referred to as a spectrogram
[3, 32], is frequently misused in common everyday language
and in works of fiction. A voiceprint is simply a spectrogram
of the voice signal that can be printed. It displays the signal in
three dimensions of time vs. frequency vs. intensity.

Spectrograms are useful engineering and voice analysis tools;

however, their print connotation has nothing at all to do with

fingerprints.

e The term voiceprint gives the false impression that
voice has characteristics that are as unique and
reliable as fingerprints or genetic imprints. This is
absolutely not the case. Currently, scientific research
has not reached a stage in which it is possible to state
that voice characteristics permit unique identification
of individuals.

e Voice differs from fingerprints and genetic imprints
in several major aspects:

o Voice changes over time, either in the
short-term (at different times of the day),
the medium term (times of the year), or in
the long-term (with age). Voice is also
affected by the speaker’s health or
emotional state.

o Long-term  noncontemporary  samples
represent a challenge.

o Voice can be altered voluntarily (e.g.,
impersonators) and can be easily disguised
using existing technology.

Fingerprint examination has the benefits of long history
and large databases relative to voice evaluation
databases/corpora, which do not have sufficient numbers of
speakers, languages, and recording conditions to measure
speaker recognition accuracy at the level of confidence
desired for high-reliability forensic identification.

In addition, there are documented peculiar legal cases
involving spectrograms, e.g., [33].

Furthermore, the term voiceprint is sometimes used to
refer to the entire field of manual and automatic speaker
recognition, regardless of whether spectrograms are used or
not.

2.2.1. 1A1 standards for aural and spectral comparisons

The Voice Identification and Acoustic  Analysis
Subcommittee of the International Association for
Identification established standards for the comparison of
recorded voice samples [34]. These standards aim to provide
reliable and uniform spectrographic voice comparisons. Using
the IAI method, the known and unknown samples must
contain spoken words that are comparable. Following IAI
standards, an examination can only produce one of seven
decisions: (1) Identification, (2) Probable Identification,
(3) Possible Identification, (4) Inconclusive, (5) Possible
Elimination, (6) Probable Elimination, or (7) Elimination.
The IAI defines these decisions based on aural and spectral
(spectrographic) comparisons of comparable words in the
samples that match or do not match. As one might expect,
extreme decisions (1 and 7) are rare. There are cases where
the IAI standards cannot be met and, choosing to err
conservatively, no decision can be made [16].

2.2.2.  Daubert Factors: spectrogram admissibility?

In their 1993 Daubert v. Merrell Dow Pharmaceuticals
decision (509 U.S. 579), the U.S. Supreme Court ruled that
five conditions should be met for evidence to be admissible as
scientific in a court of law [35]:
e  The theory or technique has been or can be tested.
e The theory or technique has been subjected to peer
review and publication.
e The existence and maintenance of standards
controlling use of the technique.
e General acceptance of the technique in the scientific
community.
e A known or potential rate of error (that is
acceptable).

With respect to the Daubert Factors, here are some
questions to be answered regarding the spectrographic
method:

e Is spectrographic evidence to be considered

scientific and is the method an exact science?

e How is objectivity established during the comparison

processes?

e Can other researchers and examiners replicate the

results?

e What is the known potential rate of error?

e What are the components of error due to technique

and due to analysis?

e  Which scientific  community accepts the

spectrographic technique?

2.3. Forensic phonetics speaker recognition

The forensic phonetics method of recognizing speakers uses a
linguistic approach [4, 16, 36, 37]. Information gleaned from
systematic study of the sounds of language is used by a
phonetic expert to give evidence as to the likelihood that a
recorded voice sample was produced by a particular person
or, more correctly, to estimate how many times more likely it



is to observe the differences between the samples assuming
that they have come from the same, rather than different,
speakers (a so-called Bayesian likelihood ratio [16]). This is
in contrast to aural identification performed by lay listeners
(e.g., in a voice lineup). Forensic phonetics actually predates
the spectrographic method and was the basis for the first
widely published study on comparing voices [38], which
stems from the very famous court case of the Lindberg baby
kidnapping. Some limitations of forensic phonetics include
the limited availability of qualified phoneticians who are
native in the language of the samples, complications arising
from samples in different languages, inadequate reference
data, and insufficient resources to determine how typical a
voice is in general.

2.4. Automatic speaker recognition

Voice contains information that partially characterizes a
particular speaker. The scientific field that uses this
information to recognize a speaker by machine is called
automatic speaker recognition [39]. The most common
applications are access protection to physical premises or
securing remote services (especially telephone-based
services).

State-of-the-art automatic speaker recognition techniques
rely on similarity measures across a set of recordings. These
measures are based on acoustic parameters extracted with
signal analysis techniques. They can take into account the
statistical distributions for a particular speaker, the content of
the message, and information about the environment and
recording medium.

To provide a reasonable level of performance in speaker
recognition applications, the following prerequisites are
usually required:

e  Speakers must not try to disguise their voice.

e  The recording conditions and signal processing

techniques are known or controlled.

e  Speech, recorded in similar conditions to those in
which the test signal is recorded, is available to
register a speaker in the system.

e  Reference values for similarity measures must
have been established in similar conditions to
those in which the test signal is recorded.
Decision thresholds must have been calibrated
from these reference values and tuned as a
function of a specific application.

Applying additional constraints can result in improved

performance:

e  Speakers must be willing to be recognized and
cooperate with the system.

e  Potential impersonators must be prevented from
using sophisticated technology to modify or
disguise their voice.

o The use of speech synthesis devices is not allowed.

e The linguistic content of the message includes
words already known to the system, so that the
similarity between different voices can be
calculated on the basis of similar contents.

Many of these constraints can be somewhat enforced by
inherent ergonomics of the system. As the field progresses,
fewer of these constraints might be necessary to provide
satisfactory performance for various applications.

2.4.1. Judicious uses

Despite the preceding limitations and cautions on the use of
automatic speaker recognition technology, it should be noted
that these techniques are under continual and vigorous
research, development, and evaluation [19]. Current research
is focused on the practical limitations of automatic speaker
recognition (e.g., [7, 8]) and on the presentation, reporting,
and interpretation of the results of automatic speaker
recognition systems [16, 18].

Progress is being made, so judicious uses may become
more reliable. Provided they have been carefully evaluated
beforehand, automatic systems can be useful in augmenting
other methods to aid in directing investigative efforts when
critical voice evidence is available [15]. However, the
influencing factors listed in Section 2.4 must be kept in mind,
as they limit the interpretation of the output of automatic
systems.

3. Conclusions

Currently, it is not possible to completely determine whether
the similarity between two recordings is due to the speaker or
to other factors, especially when: (a)the speaker does not
cooperate, (b) there is no control over recording equipment,
(c) recording conditions are not known, (d) one does not
know whether the voice was disguised and, to a lesser extent,
(e) the linguistic content of the message is not controlled.
Caution and judgment must be exercised when applying
speaker recognition techniques, whether human or automatic,
to account for these uncontrolled factors. Under more
constrained or calibrated situations, or as an aid for
investigative purposes, judicious application of these
techniques may be suitable, provided they are not considered
as infallible.

At the present time, there is no scientific process that
enables one to uniquely characterize a person’s voice or to
identify with absolute certainty an individual from his or her
voice.
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